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ABSTRACT

We consider black-box testing of functional correctness as
a special case of a satisfiability or constraint solving prob-
lem. We introduce a general method for solving this prob-
lem based on function approximation. We then describe
some practical results obtained for an automated testing al-
gorithm using approximation by piecewise polynomial func-
tions.

Keywords: black-box testing, constraint solving, coverage
problem, formal specifications, functional testing, satisfia-
bility testing.

1. INTRODUCTION.

Black-box functional testing of a software system involves
generating and executing a set of test cases (i.e. inputs) and
judging each outcome (the oracle step) using only a set of
functional requirements. This approach is usually justified
on the grounds that structurally based (”glass-box”) test-
ing methods, such as exhaustive path exploration, have a
superlinear time complexity with respect to the size of the
system under test (SUT). Thus glass-box testing methods
do not scale well to large systems.

For functional test automation, some kind of formal and
machine recognisable requirements language is necessary.
Without any loss of generality, we can assume that first-
order predicate logic is an adequate formal requirement lan-
guage. (See for example [6].)

We shall consider software systems whose functional cor-
rectness can be modeled by pre and postconditions pre and
post which are first-order predicate formulas. A successful
black-box test of a system S, with respect to a functional
specification pre and post is an assignment « of values to
the input variables T of S which satisfies the precondition
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pre, such that S terminates given o and the resulting as-
signment w to the output variables 7 of S (together with «)
satisfies the negated postcondition —post. Black-box func-
tional testing of S is therefore the search for successful tests
with respect to a functional specification {pre}S{post} of S.

‘We will consider a particular algorithmic approach to this
search problem. As we have seen, software testing involves
solving the pair of constraints pre and —post. However,
a naive application of classical constraint solving methods
does not answer all the questions we are interested in. An
important issue is the choice of a stopping criterion for any
search based testing algorithm. Quite simply, how much
testing is enough? This problem is well known in the test-
ing community as the coverage problem. We will consider
a measure of coverage, based on convergence of functional
approximations, which reflects the underlying complexity of
the SUT.

In the classical theory of function approximation, some
general class F' of functions is shown to be approximable by
a much more limited and tractable subclass A C F' of func-
tions. Well known classes of approximating functions in-
clude polynomials, trigonometric functions, sigmoidal func-
tions, radial basis functions, wavelets, etc. We can apply
function approximation theory to testing in the following
way. After executing some finite number n of test cases on
an SUT S, we will have constructed n test input assign-
ments a1, ..., Qn. Assuming termination in each case, we
will have computed with S a corresponding series of n out-
put assignments, wi, ..., wy. Suppose that we have still
not found a successful test case and wish to continue test-
ing. Instead of throwing away the negative results obtained
so far, we could try to use them in some intelligent way
to construct a new (and hopefully better) test case amn41.
At the very least, an4+1 should differ from a1, ..., an. A
more sophisticated approach than random choice of ant1 is
to combine a1, ..., a, and w1, ..., w, into some sort of
approximate model m,, of the SUT S. From this approx-
imate model, we may be able to construct a “best guess”
of where a successful test case might be found, and choose
an+1 to be this estimate. Now even if a1 fails as a test,
it can be used together with the output w,+1 to produce
a more refined approximate model m,41. By choosing a1
at random and constructing each ayn41 from m,,, we obtain
an iterative test case generation algorithm. In a sense, we



approach the testing problem as a kind of learning problem
about the underlying system SUT S. One advantage of the
approximation approach is that a stopping criterion can be
formulated as a convergence criterion on approximation.

Our approach opens up a large family of interesting algo-
rithms based on different kinds of approximations. We will
illustrate the approach, and a simple case study, for a partic-
ular class of approximations, namely piecewise polynomial
functions.

The approach to testing as a computational learning (CL)
problem has been pursued by several authors, starting with
pioneering work of Budd and Angluin [3] and Weyuker’s
early work (e.g. [13]). The CL approach seeks to infer a
program from test results, and use the inferred program to
establish test adequacy. It therefore has some similar prin-
ciples to our approach. However, functional requirements
are implicit in the CL approach, and convergence within an
approximation space is not used to define adequacy. Nor
is the automatic generation and optimisation of test cases
considered.

Other approaches to learning-based testing include [2],
which uses classical constraint solving algorithms and a glass
box approach, but do not use approximation theory. The-
oretical research on the complexity of testing measured by
the complexity of learning using Vapnik-Chervonenkis (VC)
dimension is [11] and [12], though this research does not yet
seem to have led to the design of practical testing algorithms.

The coverage problem for black-box testing has been ex-
tensively analysed in work on mutation testing, starting with
[5] and [7]. In practise, mutation testing is limited by the-
oretical problems, such as the recursive unsolvability of the
equivalence problem for programs (see e.g. [9]). Mutation
testing is concerned with quantitative adequacy measures of
a specific test set, and not numerical or probabilistic results
about coverage as such. Furthermore, it does it provide any
feedback about how to improve an inadequate test set, as
our approximation approach does.

The organisation of this paper is as follows. In Section 2
we formalise some basic definitions of black-box functional
testing. In Section 3 we describe our algorithmic approach.
In Section 4 we present a case study for testing a simple
numerical algorithm. Finally, in Section 5 we draw some
conclusions and discuss some issues for further research.

The pre-requisites of our paper are some familiarity with
functional requirements specification using formal methods
and logic. Technically, we make as few assumptions as pos-
sible. In particular, we introduce the concept of a functional
specification formalised as a pair of pre and postconditions
over a first-order language from first principles. A more de-
tailed introduction can be found in [1] or [8].

2. LOGICAL FOUNDATIONSOF
FUNCTIONAL BLACK-BOX TESTING.

In this section we review some basic technical definitions
necessary to formalise functional black-box testing within
the framework of the theory of program correctness. The
principle concept to be defined is that of the success or fail-
ure of a black-box test for functional correctness.

We begin by briefly fixing our notation for the syntax and
semantics of first-order logic over a relational signature X.

2.1. Definition. A relational signature Y is an indexed

family of disjoint sets
S=( %, O, | neN, meN* ).

Each element ¢ € Y is a constant symbol. For any n € Nt
each element f € X, is a function symbol of arity n, and
each element r € ¥,, is a relation symbol of arity n.

The semantics of a relational signature X is given by a
Y-structure.

2.2. Definition. Let 3 be a relational signature. By a
¥ structure we mean pair A = (A, ¥*), consisting of a
non-empty set A termed the domain of A, and an indexed
collection

;A
v =(3, %, | neN, meNT)

of families of constants, functions and relations over A. Thus
264 = (ca | ¢ € Xo), where ca € A is a constant that
interprets ¢ in A. For each n € Nt %2 = (fa | f € X,),
where fa: A" — A is an n-ary function which interprets
f. Also Z/TLA =(ra | re Z;), where 74 C A™ is an n-ary
relation which interprets r. We let Mod(X) denote the class
of all ¥ structures.

Usually we are interested in computation, correctness and
testing over one particular ¥ structure A that we consider
to be the standard semantics of 3. For example A may be
the ring Z of integers or the ring Q of rationals.

Recall the definition of first-order terms and formulas.

2.3. Definition. Let ¥ be a relational signature, and let
X be a set of variable symbols disjoint from 3. We define
the set T'(X, X) of all terms over ¥ and X, inductively.
Each constant symbol ¢ € Y is a term ¢ € T'(X, X). Each
variable symbol z € X is a term « € T(X, X). For any
n>1,ift; e T(X, X)isatermfori=1, ..., nand f € &,
is an m-ary function symbol then f(t1, ..., tn) € T(2, X)
is a term. We let T(X) = T(X, 0) denote the set of all
variable free or ground terms.

If a term t contains the variables z1, ..., x, then we may
write t[z1, ..., zn]. If @ : X — A is any assignment then
a:T(3, X)— A denotes the term evaluation mapping.

2.4. Definition. Let X be a relational signature, and let X
be a set of variable symbols which is disjoint from 3y. An
atomic formula over ¥ and X is a formula of the form

T(tl, ey tn)

where, for any n > land fori =1, ..., n, t; € T(Z, X)
is a term and r € E/n is an n-ary relation symbol. The set
L(3, X) of all first-order formulas over 3 and X is defined
to be the smallest set containing all atomic formulas over %
and X which is closed under the propositional connectives
A, V, —, = and the quantifiers V, 3.

Recall the distinction between free and bound variables in
a formula ¢. If ¢ contains the free variables z1, ..., z, we
may write ¢[r1, ..., =] to indicate this.

Given a relational structure A € Mod(X) and any assign-
ment o : X — A, we write A, a |E ¢ if ¢ is true in A under
a. Wewrite AE¢if A, al= ¢ forevery a: X — A, ie. ¢
is walid in A.

Next we recall how first-order formulas are used to define
pre and postconditions for a program S within the frame-



work of the theory of program correctness. This is quite
straightforward, except that we will need to distinguish be-
tween the values of program variables before execution and
after termination of S.

2.5. Definition. Let X be a set of variable symbols. We
define the set of variable symbols X' ={ 2’ | € X } so
that X’ is disjoint from X. A variable x € X is termed a
prevariable while the variable 2’ € X’ is termed the corre-
sponding postvariable.

Ifa:{ z1, ..., xn } — Ais any prevariable assignment,
then a induces a postvariable assignment

o/:{ ', o, 2 }— A
defined by o' (z') = a(x).

A precondition over ¥ and X is a formula ¢ € L(X, X)
containing only prevariables. A postcondition over 2 and X
is a formula ¢ € L(3, X U X’) which may contain both pre
and postvariables.

In order to formally define the semantics of pre and post-
conditions, we require a semantics for programs. We let
Prog(%2, X) denote an arbitrary programming language
which has a signature X and set X of variables as an inter-
face. By this we mean that in any semantics for Prog(X, X)
the variables of X serve as program input/output variables,
and range over values from some Y structure A, which is
the underlying semantics of ¥ as a computational data type.
Taking a black-box view of testing, we will deliberately ig-
nore the syntactic structure and operational semantics of
Prog(3, X). If S € Prog(X, X) has the interface

{21, oo,z FCX

then consistent with our notation for terms and formulas,
we will indicate this by writing S[z1, ..., z»].

Every program S[z1, ..., Zn] € Prog(2, X) is assumed
to have a simple deterministic transformational action on
its inputs. Thus given an initial assignment

a:{ z1, ..., zn } = A,

if S terminates on the input «, then the output of S is as-
sumed to be recovered from among the final values assigned
tox1, ..., Tn after termination, and is uniquely determined
by a. This assumption includes most basic forms of soft-
ware, but precludes many kinds of real-time and reactive
systems which may not terminate.

2.6. Definition. Let Prog(X, X) be a programming lan-
guage with a relational signature ¥ and variable set X as
interface. By a semantic mapping for Prog(X, X) with re-
spect to a X structure A we mean a mapping of Prog(X, X)
programs into partial state transition functions

[.]:Prog(2, X)— [ [X — A ~ [X — 4] ]

For any program S € Prog(X, X),[ S]:[X — 4] ~ [X —
A] is a partial function from intial states to final states.
Intuitively, for any initial state, a : X — A, either S fails to
terminate on «, and [ S () is undefined (in which case we
write [ S J(a) 1) or else S terminates, and [ S J(a): X — A
is the state of the variables of S after termination. In the
latter case we write [ S J(«) |= S to indicate that the Lh.s.
is defined and equal to 3.

By an abuse of notation we may also use [ S[z1, ..., Zx] ]
to denote an n-ary partial function, where it is understood

that

[[Sﬂ(alv ceey a"):[[sﬂ(a)

and for each s € S and ¢ € X, @ : X — A is given by
a(x) = an if © = xn, otherwise @(z) = as for some fixed,
arbitrary as € As.

Let us collect together the definitions introduced so far to
formalise the concept of test success and failure.

2.7. Definition. Let X be a relational signature, X be
any set of variable symbols, and Prog(3, X) be any pro-
gramming language with ¥ and X as an interface. Let
A € Mod(X) be any ¥ structure.

(1) A functional specification {p}S{q} is a triple consisting
of a precondition p € L(X, X), a program S € Prog(X, X)
and a postcondition ¢ € L(Z, X U X’).

(ii) A functional specification {p}S{q} is said to be valid or
correct in A under partial correctness semantics if, for every
assignment o : X — A, if A, a =pand [ S ](a) |= 8 for
some 3: X — Athen A, aUpB | q. If {p}S{q} is valid in
A under partial correctness semantics we write

A {p}S{q}.

(iii) Let S[z1, ..., zn] € Prog(X, X) be any program. Let
p € L(X, X) be a precondition and ¢ € L(2, X U X’) be
a postcondition. For any o : { z1, ..., zn } — A we say
that S fails the test a of {p}S{q} if A, @ = p and there
exists B:{ x1, ..., Tn } — A such that

[51(a)l=5

and A, a U ' = q. We say that S passes the test a of
{p}S{q} if S does not fail a.

The following result is obvious, but concisely summarises
the relationship between program testing and program cor-
rectness.

2.8. Proposition. Let ¥ be a relational signature, X
be a set of variables and Prog(X, X) be a programming
language with ¥ and X as interface. Let A € Mod(X)
be any ¥ structure. Given a program S[zi, ..., zn] €
Prog(¥, X), a precondition p € L(X, X), and a postcon-
dition ¢ € L(3, X U X'), then

A B {p}S{q}.

if, and only if, S fails some test a: { 1, ...

{p}S{q}-

Proof. Immediate from Definitions 2.7.(ii) and 2.7.(iii).

, Tn }— Aof

Thus we can say abstractly that program testing consists
of the search for counterexamples to program correctness.
In the case that S fails to terminate on an input «, a search
algorithm for successful tests would potentially loop forever
executing S. However, we can include a non-functional per-
formance requirement on S, that S must terminate within
some time bounded by a function f(a). When this time
bound is exceeded we can flag a failure of a performance
requirement, rather than a functional requirement.



3. APPROXIMATION-BASED TESTING.

As we have seen in Section 1, the testing problem for
a software system S[z1, ..., zn] with respect to a func-
tional specification {pre}S{post} can be viewed as a search
or satisfiability problem to find a prevariable assignment « :
{ 1, ..., xn } — A for S such that S terminates and the
resulting postvariable assignment w : { 2’1, ..., 2’n } —
A obtained after termination (possibly together with o) sat-
isfies pre A =post. In this section we will show how methods
of function approximation can be used to solve this prob-
lem, while also providing information about the degree of
coverage obtained after n executed tests.

3.1 Overview of the Approach.

We take a bottom up approach to satisfying a formula
® = pre A =post . This means that we begin by analysing
the literals of the form r(ti,...,tn) or —w(t1,...,tn) at all
leaves of the parse tree for ®. Here r is a relation symbol
from the data type signature ¥ and t1, ..., t,, are terms over
3 and sets X, X’ of pre and postvariables. The satisfiability
problem for r or its complement —r, is entirely determined
by the semantics of the data type A € Mod(X), over which
we compute. In this report, for concreteness, we focus on
the basic arithmetic relations <, < and = over the signature
Y79 of rings and the standard interpretation of this signa-
ture over the rings Z and R of integers and reals respectively.
To simplify our account, we will ignore the discrepancy be-
tween R and an actual floating point implementation, as
well as problems of over and underflow for both arithmetic
systems. Such issues, while leading to errors, fall outside
the scope of the functional correctness statements we have
in mind. We will deal with Z by embedding the integers into
R and retracting back possible satisfying solutions to Z in
an appropriate way. This gives us access to many powerful
approximation methods from analysis for both the integer
and floating point data types.

To illustrate our approach consider, within the overall con-
text of testing S, the problem of trying to satisfy a single
literal such as

t1 < to,

with assignments «:{ z1, ..., xn } — Z and
w:{ a1, ..., @'n } = Z. Recall from Section 2 that w is
entirely determined by « and the semantics of .S, so that we
are in fact simply searching for a satisfying assignment a.
Now in practical testing applications, n may easily be rather
large, and so we must begin by finding a way to control the
dimensionality of the search space for a.

A natural approach is to restrict attention to subsets of
the prevariables

Y:{ il}i(l),...,ll,‘i(d) }g{ L1y.eey T },

for successively increasing values d = 1,2, ...,n. For a spe-
cific choice of search variables Y, we can arbitrarily choose
an assignment to its complement ¥ = { z1,...,2, } — Y
say f : Y — Z which is consistent with pre. We can
then search the reduced d-dimensional subspace for a sat-
isfying assignment « : Y — Z. That is to say, the union
aUf: { z1,..,zn } — Z should satisfy the formula t1 < ¢,.

For d = 1, this approach is similar to orthogonal array
testing in the literature, e.g. [10]. Both approaches are
motivated by the hypothesis that successful tests will often
be found for quite low values of d, e.g. d = 1,2, or 3 given

the correct choice of Y.
With the literal t; < t2 we can associate an n-ary partial
function U(t1, t2) : Z"™ ~~ Z given by

U(tl, tz) =AZ1, oy T - w(tl)[ml,...7l‘n}—

w(tz)[l‘l,...,l‘n],
where
w = [[ S ]](‘Tb "'71.”)7

and @ is the resulting term evaluation mapping. If postvari-
ables occur in t; or t2, then due to the black box nature
of the SUT S, the exact relationship between a prevariable
assignment o to { x1, ..., T, } and the resulting postvari-
able assignment w to { 7’1, ..., ', } remains unknown.
Hence, even though we know the structure of t; and t2,
the behaviour of U(t1, t2) remains unknown. Instantiating
the variables of Y using the assignment 3 we obtain a d-
dimensional section of this function U(t1, t2, §) : Z¢ ~ Z
given by

Ul(t, t2, B) =
A Ti1ys o Tiay - D( Bt)[Tir), - Tiga) )—
W( Bt2)[wic1ys - Tica)] ),
where
w=[S](Bx1), ..., Blzn)).

whose behaviour is therefore also unknown. However, all
zeros of U(t1, t2, B) are associated with solutions to the
original constraint ¢; < ta, and these are bounded by d — 1
dimensional surfaces. Now after n prevariable assignments

artUpg, ..., anUB:{ 21, ..., zp } = Z

have been executed as tests on S, with termination of S in
each case, we have n postvariable assignments

Wiy eey wp i { ', ., 2l }—Z

and n assignments to the search prevariables aq,...,an :
Y — Z from which n values vi, ..., v, of U(t1, t2, ) can
be calculated, namely

Vi = U(t17 l2, B)( a](‘rz(l))v sy a](‘rz(d)) ) ’ 1 SJ <n.

We can use the points v1, ..., v, to construct a function
fn : R — R which approximates the unknown partial func-
tion U(t1, t2, B) : Z% ~» Z in an appropriate approximation
space. (This simultaneously embeds the problem into R.)
The zeros of the known function f,, may then provide es-
timates of the zeros of the unknown function U(t1, t2, B).
These zeros of f, may be identified either numerically or al-
gebraically from the definition of f,. Any zero point for f,
can then be chosen as the next prevariable assignment ay+1 :
Y — Z, to test S by suitable retraction back into Z (for
example by rounding). The SUT S is tested using the com-
bined prevariable assignment ap+1UB: { x1, ..., Tn } —
Z. If S terminates on this input, then from the resulting
assignment to postvariables, after the termination of S, we
can calculate the value

Unt1 = Ult1, t2, B)( ant1(zi1)), -5 ant1(Tiy) )

and can observe whether v,4+1 is indeed equal to zero. If
this is the case then an4+1 U 8 was a successful test for S.



However, even if v,+1 is not equal to zero, vn4+1 can be used
to refine the approximation f, to a better approximation
fnt1 of U(t1, t2, B) which might yield more accurate es-
timates of the zero points of U(t1, t2, 3). If the sequence
of approximations fn, fnt1, ... converges to U(t1, t2, B),
then the probability of finding an error in S, if one exists,
must gradually increase.

By choosing ap at random, and each a,+1 from f,, we
obtain an iterative algorithm for generating test cases for
S with respect to the testing condition ¢t1 < to. Further-
more, observations about the convergence of the sequence
fi, f2, ... within the chosen approximation space give us
insight into the degree of coverage obtained.

The arithmetic relations = and < can be handled in a
similar fashion to <, in terms of zero points or zero crossings
respectively.

Obviously, a central question in our whole approach is the
choice of appropriate approximation spaces for the f;, and
the efficient representation and manipulation of such func-
tions. These questions need to be investigated both theoret-
ically and empirically. Some important details are missing
from this brief account of the approximation method, but
these will be added in Sections 3.2 and 3.3.

3.2 Piecewise Polynomial Approximation.

The well known Weierstrass Approximation Theorem (see
for example [4]) establishes that any continuous function
f : R — R over a closed interval [m,n] can be approximated
by a sequence pi1, p2, ...: R — R of polynomial functions,
i.e. f is the limit of the p; in an appropriate metric topology
on real valued continuous functions. The ease with which
polynomials can be represented, evaluated, integrated, dif-
ferentiated and solved algebraically (up to quartics) makes
them an obvious candidate for experimentation with the ap-
proach described in 3.1. However, since discontinuity is com-
monplace in computable functions, we should immediately
generalise the approach to piecewise polynomial approxima-
tion.

For simplicity, we will reconsider the situation of 3.1, un-
der the assumption that d = 1 and the variable subset Y is a
singleton, Y = { z }, for some 1 < A\ < n. This allows us
to efficiently solve the roots of any polynomial p in a single
variable up to fourth degree in a purely algebraic fashion.

An efficient implicit method of representing a piecewise
polynomial function p : R — R is by using divided differ-
ences. Using this approach, we can avoid explicitly calcu-
lating the coefficients of any polynomial piece until they are
needed. The representation method can be described as fol-
lows.

Assume that we wish to approximate U(t1, t2, () using
polynomial pieces of degree at most k. As was observed
in Section 4.1, we can assume that after executing n test
intputs

arUpg, ..., anUB:{z1, ..., 20 } > Z
on S, with termination of S in each case, we know n values
v; =Ults, t2, B)(aj(zr)) , 1<j<n
for the unknown function U(t1, t2, 3). Now let
r:{1l ..n}—={1 ...n}

be a permutation which ranks the values «; () into strictly

ascending order, i.e.
Oér(l)(l')\) < OCT(Q)(CL')\) < ... < OtT(n)(CL‘)\)

(We assume that we do not test the same input value twice!)
For each 1 < j < n we define a k + 1-tuple

A =(A], ..., A )eRT!
of divided differences defined by

A1 =Vr(j41) = V() [ Q41 (BA) — () (T2)

and for 1 <m <k,
A=A = AL aamen () — any (@)

Obviously, in the upper end region for n —k < j < n certain
values of A} are undefined, and these are simply marked
and then ignored in a concrete data structure.

Now for each 1 < j < n and for each 0 < i < k, we can
associate a polynomial piece p] : R — R of degree 7,

pl(y) =a My e Ty e

with the interval [a,(;)(zx), i+ (z2)]. For example:
when ¢ = 0, p} is a constant polynomial with

a(()j, 0) _ Aé;

when ¢ =1 then p{ is a linear polynomial with
o V=4,

and

a(()jv 2) _ Uy — (agj’ Dy a5 (22));

when ¢ = 2 then pé is a quadratic polynomial with

af ¥ = A4,

- , -
at P = A — (a5 P x (g () + (aran (@2))),

i, 2 i, 2 i, 2
af ? = v,y — (@7 2 + (@ ® * apy (22))) * gy (22))-

We leave the reader to generalise this definition to higher
orders as a useful exercise. Considering the i-th degree poly-
7+ obtained over the shifted interval

nomial p;

[r (1) (TA)s Qr(irirny (@A)

then if Agﬂ is close to zero then pj is close to pIt in
the function space, ie. as A{H converges to zero then pg
converges to p] 4+1- Thus A 41 is a measure of the “good-
ness of fit” of pf to U(t1, t2, B) over the extended interval
[r ) (22), @r(igign (@A)

We must initialise the divided difference model by con-
structing an initial k 4+ 1 length list

A=A .., Apis

of k + 1-tuples. For this we require at least k + 1 ini-
tial pre and postvariable assignments to calculate values of
U(t1, t2, B) from k+1 tests of S. It is appropriate to choose
ap1)(xx) and a,g41)(2x) to be maximum and minimum
points over the desired range of testing. These might for in-
stance correspond to the maximum positive and minimum
negative machine representable integers. The remaining ini-
tialisation points ou.(2y(2x), ..., k) (xx) might then be



evenly spaced over this interval. Another possibility is to
distribute a,.(1y(zx), ..., rs1)(za) over the input space
according to some expected probability distribution of in-
puts that reflects some hypothesis about usage patterns of
the SUT S. Though since k is typically small there are bet-
ter ways to integrate such probability distributions. This
subject is beyond the scope of the present paper however.

In general, after executing n additional tests of S, we ob-
tain a list A(n) of length n + k + 1

A(n) = A(n)1, A(n)2, ...

where for 1 < j < (n+k+1), A(n),() is the k + 1-tuple
of divided differences associated with the input/output pair
(r(j)> Vr(s))- Thus in the case that d = 1, the model size
grows in a tractable linear fashion with the number of exe-
cuted tests.

Suppose now that after initialisation and executing n ad-
ditional tests, we have still not obtained a succesful test of
S and wish to choose a new prevariable assignment an41 :
{ zx } — Z in order to construct one further test cn4+1UQ.
Surveying the whole list A(n) of differences (though see the
above remark about upper endpoints of A(n)), we effectively
observe k.(n+k+1) polynomial pieces of degrees between 0
and k, together with, for each such polynomial piece p] the
measure A{H of its goodness of fit locally. Thus if we con-
sider the global maxima and minima of all difference values,

Min(n) =min{ A(n) :1<j<n and 1<i<k+1}

» A(n)n+k+1

Maz(n) =maz{ A(n)] :1<j<n and 1<i<k+1 }

then Min(n) is associated with a polynomial piece of best
fit, while Maz(n) is associated with a polynomial piece of
worst fit. Typically Maz(n) arises as a difference over an
input interval [a,(;y(zx), r(j41)(22)] containing a substan-
tial discontinuity. If test points must be added closer and
closer to this discontinuity then we will observe certain dif-
ference values diverging to oo and this must be dealt with
in a practical implementation, e.g. by introducing a maxi-
mum resolution between consecutive input values and some
exception handling.

Considering Min(n), associated say with the difference
A(n)],, we may calculate the coefficients of the correspond-
ing ¢th degree polynomial piece p{ . We consider zero points
of p! within the interval [c,(j)(¥2), 0 (ji+1)(zx)] only. This
interval represents the domain of validity of the approximat-
ing polynomial piece p]. Outside this interval, solutions to
pg would be an extrapolation of this function to an interval
where another polynomial piece might provide more accu-
rate information. There will be at most 4 solutions to p]
within the interval [o,(;)(®x), @r(jt+i+1)(22)] and any one
(or all in succession) of these values can be chosen for the
next test input apnyi1.

Independently of whether solutions occur within
[ary(@2), argititny(Ta)], we need to decide on an accep-
tance criterion for the accuracy of the approximation pz
It is probably pointless to keep testing S over the interval
[y (®2), oririrny(za)] if p! is an accurate approxima-
tion to U(t1, t2, B) over this interval and pg has no zeros
within the interval. In the case that p/ does contain zeros
then these predictions can be used to test the accuracy of
p!. However, if p] contains no zeros within the interval then
we must choose at least one further test assignment au,4+1 :

{ #x } — Z in the interval [a,(;)(21), ar(jtit1)(z)] and
compare the predictions made using pg for U(t1, t2, B). In
this case we may choose an+1(zy) randomly within the in-
terval [og(;)(%x), Qr(jtig1)(22)] Or as a maximum or mini-
mum point in this interval, or by some other strategy. Then
we make a prediction for the value of vn41 according to p?,
since this is no longer expected to be zero.

If the predicted and observed values of wv,41 agree to
within some specified tolerance then we can with some con-
fidence reject this interval as a region for further testing.

After executing the generated test input ay,4+1 U 8 on the
SUT S and obtaining a new output value v,4+1 =
U(t1, t2, B)( an+1(zr) ). We must check that: (a) vn41
actually is equal to zero (if this was predicted), and (b)
Uny1 is close enough (to within some tolerance value) to its
predicted value using p}, in order to accept the accuracy of
approximation of pg .

In the case that pg was sufficiently accurate, we mark the
interval

[ () (@), (i) (22)]

as adequately modelled or approximated, and no further
tests are chosen from this interval. In the case that p] was
not sufficiently accurate, we reconstruct a refined approx-
imation model A(n + 1) containing the new and old test
results. This simply involves computing the new permuta-
tionr:{ 1, ..., n+1 }—={1, ..., n+1 }such that

Qi (1) (CL‘)\) < OCT(Q)(IL')\) < ... < A (n41) (JL')\)
and re-calculating the divided difference vectors

A(’I’L + 1)r(n+1)717 RN} A(n + 1)7‘(n+1)7k

locally. Then we have completed one iteration of the test
procedure.

The case where d > 2 is more complex. In general we
obtain a d-dimensional matrix of differences. To solve for
zeros algebraically, we can for example, decompose d-ary
polynomials into their 1-dimensional sections. The details
are beyond the scope of this paper and will be described
elsewhere.

3.3 Solving Boolean Combinationsof Literals.

A practically useful specification language first emerges
when we can combine literals over a data type using Boolean
operations. How does the approximation method of Section
3.2 generalise to this case?

We will assume that in the system specification

{pre}S{post},

the precondition pre and postcondition post are quantifier
free formulas. We begin by rewriting the corresponding
testing condition pre A —post into disjunctive normal form
(DNF). After this we rewrite all negative literals of the form

(a) ~(tr <t2), (b) =(tx <t2), (c) ~(tr =t2)
as positive formulas of the form
(a') ta <t1, (V) ta<ti, () (t1<ta)V (t2 <t1)

respectively. Notice that the disjunction (¢’) may disturb
the DNF property in which case we must renormalise every
conjunction in which it is introduced. Of course DNF nor-
malisation may expand the formula size considerably, but



the complexity of our method will be affected by the num-
ber of disjuncts and not the total number of literals.

Let TSpec denote the resulting DNF normalised form of
pre A —post in which all literals are positive. (In general it
does not seem essential for the approximation method that
all literals can be converted to positive form. But in this case
study of the arithmetic data types it is clearly convenient.)
Then T'Spec has the form

TSpec = g1V g2 V...V ¢y

where for 1 < ¢ < [, the disjunct ¢; is a conjunction of
positive binary literals,

¢i = 7"1(7521,1)7 t?l,z)) AN Tzi(i)(tzz(i),m tzl(i),Z))'

Now in principle we can analyse the satisfiability of each
disjunct ¢; independently, and in parallel. Then for a par-
ticular disjunct ¢; we can analyse the satisfiability of each
binary literal r?(téj’l), téj,Q)) for 1 < j < I(¢) in sequence,
using the approximation method described in Section 3.2.
Note that if { z1, ..., zn } represents the set of all pre-
variables occurring in T'Spec then we choose

Yg{ T, 7:(:”}

and its complement Y globally for all literals. We then
choose a single global assignment 8 : Y — Z for investi-
gating satisfiability of all literals.

However, the above naive approach is wasteful in a num-
ber of ways. Firstly, we must regard every execution of a test
of the SUT S as costly in terms of computation time. The
computational overhead of building approximation models
and generating the next test case will typically be a small
proportion of the total time spent executing tests on S, when
S is a large system. Therefore, we must make the best use of
the information gleaned from each test execution, and this
requires updating the approximation models for every bi-
nary literal in every conjunct, simultaneously. In turn this
requires that the approximation models for all literals are
stored simultaneously!

Secondly, the number and size of data structures for ap-
proximation models (in this particular case, lists or arrays
of divided differences) grows rather quickly, especially when
d > 1 and this may be exacerbated by the conversion to
DNF. Fortunately, in the arithmetic case that we consider,
we can conflate the [(7) divided difference structures required
for the i-th conjunct, into just three divided difference struc-
tures. Thus, in this case, the method can be made linear in
the number of disjuncts.

Consider again satisfiability testing of the i-th disjunct
¢i. Now ¢; is equivalent to a conjunction of three formulas,
namely:

(i) a conjunction of all its inequalities

LE: =1t;0),1) Sty NN tGaen,n < taen,2)
(ii) a conjunction of all its strict inequalities
Li=tGmn <tgma NN tgann <tgae

and
(iii) a conjunction of all its equations

Ei =tiray, =tGraye AN Grienn) = 1 en,2)
So
¢; = LE; N L; N\ E;.

Consider for example the conjunction LFE; of inequalities.
Recalling their definition from Section 3.2, we can conflate
the unknown functions

U(tay1) Lty By - o U(tGaen 1) tiaen.2s B)
into a single function U(LE, i, () defined by
U(LE7 ’L7 /8)((132(1),

» Ti(a)) = SUPRef 1, ..., le; }(
s Ti(d)) )-

Then zero points of U(LE, i, 3) correspond precisely to re-
gions satisfying all inequalities of LE; simultaneously. Sim-
ilarly for L; we construct a single conflated function

U(L7 i? /6)(1'2(1)7

U( téj(k),l)u téj(k)z)» B ) (xiqy, -

) Ii(d)) = SUPkeg 1, .., 1, }(

Ut W2 B)@iqy, -5 Ti@) )-

Finally for F; we construct a conflated function,

U(E, i, B)(®i1y; -5 Tia)) = SUPpe( 1, .., ¢; 1

y Tiay) | )

Notice the use of absolute values of the underlying unknown
functions in this last case.

A zero point of U(LE, i, B) or U(E, i, 3) , or a zero
crossing of U(L, i, [3), corresponds to a solution of the in-
equalities, strict inequalities and equations of the disjunct
¢i, and these can by analysed independently. Each solution
region for the inequalities LE; can then be analysed for so-
lutions to the strict inequalities L;, and a solution region for
both of these can finally be investigated for solutions to the
equations E;. Furthermore, only three divided difference ar-
rays need be kept in store for each disjunct ¢;, one for the
approximation of each conflated function. To improve their
approximation accuracy, the three approximations associ-
ated with every other disjunct ¢; can also be updated after
the execution of the SUT S on each new test case a., U (.

How should we choose which disjunct ¢; to analyse for
satisfiability on any particular iteration, and how should we
decide when to terminate this iterative testing process? The
key to the solution can be found in the convergence prop-
erties of the approximations built by our method. If T'Spec
has [ disjuncts, each consisting of a conjunction of inequali-
ties, strict inequalities and equations, then after n tests have
been executed we have 3.1 lists of divided differences,

A", Am)y, An)Y

LUt i, tri,2), B) @iy, -

A", Am)i, An)?

for the inequalities, strict inequalties and equations respec-
tively of T'Spec.

There exist a variety of ways to measure convergence. One
simple measure is as follows. Recall from Section 3.2 that a
simple fixed tolerance value is used to accept the accuracy
of approximation of a particular polynomial piece p]. Once
this value is reached, the interval [o,.(;)(2x), Qr(jit1)(22)],
covered by the piece p{ is marked as adequately approx-
imated and no further test values are chosen from the do-
main covered by this piece. Let Coverage(n)F¥ (respectively



Coverage(n)} and Coverage(n);’) be the integral of the in-
tervals covered by all polynomial pieces p! in Am)EF (re-
spectively in A(n)¥ and A(n)¥) such that p? is an adequate
approximation of U(LE, i, 8) (respectively of U(L, i, ()
and U(FE, i, 8) ) over its associated interval. Then, for each
1 <4 < I, we can define the coverage value Coverage(n);
achieved for the i-th disjunct as the average sum of the
coverages achieved for its inequalties, strict inequalities and
equations

Coverage(n); =

( Coverage(n)i” + Coverage(n)r + Coverage(n); )/3.

One global strategy for testing then is to systematically re-
duce the worst case uncertainty. This corresponds to choos-
ing for the n+ 1-th test, the disjunct ¢; which has the small-
est coverage value Coverage(n); after n tests. (In the case of
several equivalent alternatives, for example during initiali-
sation of the algorithm, one alternative can be chosen at
random.)

Similarly a stopping criterion for the procedure under
worst case uncertainty is to choose a value o € R and termi-
nate the algorithm when Coverage(n); > o for all 1 <14 <.

‘We should point out that a variety of other disjunct choice
and stopping criteria can be envisaged, based on approxima-
tion and convergence concepts, which have yet to be evalu-
ated.

34 A Complete Algorithm.

We can now summarise the informal presentation of the
approximation method for black-box specification based test-
ing given in Sections 3.2 and 3.3 with a more formal descrip-
tion of the algorithms for test execution, choice of next test
and updating of coverage. As in Section 3.3, for simplicity,
we deal only with the case where d =1 and Y is a singleton
set Y = { z } for some chosen prevariable z. It should
be clear how to generalise the algorithms for d > 1.

In the sequel, if [ is a list data structure and 1 < 7 <
length(l) then we write I; for the i-th element of I. We
also use a “C” style notation for array declarations where
the length is determined dynamically at initialisation time.
Thus if ident is an identifier and 7 is a type then ident| | : 7
is an array of values of type 7 whose length will be deter-
mined when ident is first initialised. If Y is a finite set of
variable identifiers for a first order language then we assume
the existence of a type Assignment(Y, A) of bindings of Y
to elements of a data type A. These may for example be
implemented as arrays.

3.4.1. Algorithm.
Input:
(i) an SUT S[z1, ..., Tn] € Prog(X"", X),
(ii) a quantifier free precondition pre € L(X""9, X),
(iii) a quantifier free postcondition
post € L(X™™9, X U X'),
(iv) a time limit 7: [{ z1, ...
(v) a coverage limit limit € R,
(vi) a search variable x € { 1, ...
Output:
either:
(i) prevariable assignments o : { zx } — Z,
B:{ xi, ..., zn }—{ 2x» } > Z and

y Tn }HZ}_)Ry

7"1"” }

postvariable assignment w: { 2’1, ..., 2'n } > Z
such that (Z, a UBUw) = pre A —post, or

(ii) error: execution time of S exceeds T(aU 3), or
(iii) error: coverage reaches limit without success.

Algorithm PolyTest
Types
Predicate = { LE, L, E }
Constants
k : integer; // Maximum degree of approximation.
tol : real; // Error tolerance of each polynomial.
a1, ..., Qpy1 : Assignment( { zy }, Z);
// used to initialise divided difference structure A.
Variables
successful, timeout : boolean;
coverage, disj_coverage| |, v_prediction : real;
pred_coverage|[ | : array [LE ...E] of real;
A[ ]: array [LE ...E] of list of array [1 ...k+1] of real;
modelled [ ] : array [LE ...E] of
list of array [1 ...k+1] of boolean;
v []: array [LE ...E] of list of real;
o : Assignment( { zx }, Z);
B : Assignment( { z1, ..., zn }-{2r }, Z);
w : Assignment( { ', ..., 2'n }, Z );
TCond : DNF formula in L(X"9, X U X');

{

successful := false;

timeout := false;

coverage = 0;

TCond := PosDNF( pre A —post );

// Convert the test condition into positive DNF

B :=Random( B, { z1, ..., zn }—{ zx } , pre);
/* Make a random choice for 3 consistent with
pre by conventional constraint solving.*/

A :=array [ 1 ...length(TCond) | of
array [LE ...E] of
list of array [1 ...k+1] of real;
// Create difference structure A
modelled := array [ 1 ...length(TCond) ] of
array [LE ...E] of
list of array [1 ...k+1] of boolean;
// Create modelled.
v :=array [ 1 ...length(TCond) ] of
array [ 1 ...length(TCond) ]
of array [LE ...E] of list of real;
// Create v.
for d = 1 to length(TCond) do
for p = LE to E do
InitialiseList( A[d][p], modelled[d][p],
V[d][p}’ a1, .., Qpgl, S )7
/* Initialise divided difference list,
modelled list
and value list for the d-th disjunct
and predicate p by executing
the k + 1 initial input assignments
a1, ..., Qky1 on S.¥/

while ( coverage < limit
and not (successful or timeout) ) do

{



a := Chooselnput( );
// chooses a: { xx } — Zso (Z, aUB) |= pre

while EzecutionTime(S) < 7(a U 3)
and not Terminated(S) do

Execute( S, a U );
/* Execute S on aw U 3 while
monitoring execution time
and termination.*/

if ExecutionTime(S) < 7(aU 3) then

wi= 8 J(a);
// Save the final state of S.
coverage := UpdateCoverage( coverage );
if (Z, aUBUw) = —post then
successful := true;

h

else timeout := true;
}; // of while loop

if successful then
return (“successful with: 7 «, 8, w )

else
if timeout then return ( “error: timed out ”)
else return (“error: coverage reaches:”, limit );

Note that the algorithm PolyTest terminates as soon as a
prevariable assignment o U 3 is encountered such that the
execution of S on a U (8 exceeds the allowed time bound
7(awU B). This flags potential infinite loops for further in-
vestigation. It is also possible to allow PolyTest to proceed
in such cases, for example by assigning a constant non-zero
value in the corresponding position of the result array v.

It remains to define the algorithms for Chooselnput and
UpdateCoverage using the piecewise polynomial approxi-
mation method described in Section 3.3.

3.4.2. Algorithm.

Output:
(i) An assignment result : { zx } — Z such that
(Z, U ) = pre, and aeU B is a potentially
successful test case for S according to the
approximation model.

Algorithm Chooselnput

Variables

d, p, j, i: real;

poly : polynomial with real coefficients:
solutions : set of real;

{
d:=least x € { 1, ..., length(TCond) }

s.t. coverage[x] is minimal,

p:=leastxe{ LE, L, E }
s.t. coveragel[d][x] is minimal;

jyi=least x,y € { 1, ..., length(A[d][p]) }x
{1 ..., k+1 } st. Ald][pl«[y] is minimal

and modelled[d][p]z[y] = false ;

/* Construct polynomial at this position
in the difference structure A[d][p].*/
poly := MakePolynomial( A[d][p];[i] );

// Calculate solutions of the polynomial
solutions := SolvePolynomial( poly );

/* Now intersect solutions with

the interval of the polynomial

to see if any can be used as zero predictions.*/
if solutions N[v[d][pl;, v[d][p];] # 0

/* Then a zero exists in the interval of poly.
So use this zero point for the next test input.*/
result( zy ) :=

least s € solutions N[v[d][p];, v[d][pl;];
v_prediction := 0;

else

/* No zero point exists in the interval of poly.
Choose a point within interval for next test
according to some strategy (see Section 3.2)

to evaluate the accuracy of approximation. */
result( zx ) := Choose( y € [v[d][p];), v(d][pl;] );
v_prediction := Evaluate( poly, result( zx ) ) ;

}

return( result );

}

The function Choose(S) chooses an element from the set
S according to some strategy, e.g. randomly. The function
Evaluate(p, z) evaluates a polynomial p on an argument x.

3.4.3. Algorithm.

Output:
(i) A worst case coverage value result which is the
minimum over all disjuncts ¢; of T'Cond of the average
coverage achieved by approximation up to tolerance tol
for ¢; separately on its inequalities,
strict inequalities and equations.

Algorithm UpdateCoverage
Variables
v : real:

{
for d = 1 to length(TCond) do

for p = LE to E do

{
/* Evaluate the unknown function U for disjunct
d and predicate p on the prevariable assignment
a U B and postvariable assignment w.*/
v:=U(d, p,a 8, w);

if | v - v_prediction | < tol then
/* A new polynomial piece satisfying

the approximation accuracy of tol
has been identified in the difference model./*



modeled[d][p];[i] := true ;

coverage[d][p] :=

coverageld][p] + | v[d][pl;+i - v[d][pl; | ;
coverage[d] :=

( coverage[d][LE] + coverage[d][L]

+ coverage[d][E] ) / 3;

result :=
mlnze{ 1, ..., length(TCond) } Coverage[x];

else

/* Insert the assignment « into the sorted

list of prevariable assignments

and return insertion position.*/

pos := insert( a(z), a[d][p] );

v[d][p]pos := insert(v);

//Update A locally around pos

UpdateDifferences( A[d][plpos ) 5 --- ,
Ald][plpos—k );

}

return( result ):

}

Notice how updating the coverage value coverage[d][p] by
adding the integral of the domain of a sufficiently accurate
polyomial piece simply consists of adding the length of its
interval, in the case that d = 1.

4. A CASE STUDY.

It is beyond the scope of this extended abstract to give
a full analysis of the empirical performance of the approxi-
mation based testing algorithms of Section 3. Indeed, this
evaluation work is still in progress. However, it is appro-
priate to describe here a simple case study using an early
and unoptimised version of our algorithms implemented in
C++. In particular we can convey the complexity of the
modeling process for a simple SUT.

Consider Algorithm 4.1, which presents a conventional im-
plementation of Newtons method for finding the square root
of a floating point number. A black-box specification for this
algorithm is simply

number >0 — ( |(root * root) — number| < epsilon )

where epsilon is a fixed error tolerance of choice.

We have introduced five different mutation errors by hand
into the code, where these are numbered and commented out
to reveal the correct code only. It is particularly interesting
for us to consider floating point computations, since for this
type of algorithm very few symbolic methods exist for code
correctness analysis. Note that several of the more obvious
mutation errors that could be introduced into Newton_Root
lead to infinite loops at runtime. Errors 1-5 do not have this
property (at least individually).

4.1. Algorithm.
// Algorithm Newton_Root
float number, root;

float error = 0.000001;
// float error = 0.01; // error 1
// float error = 0.1; // error 2

if ( number == 0)
{ root = 0; }
else
{
root = 1.0;
// root = 0.5; // error 3
do
{
root = ( number / root + root ) / 2.0;
// number = ( number / root + root ) / 2.0;
// error 4

while ( fabs( ( number / root + root)) -1 ) >= error );
// while ( ( number / root 4 root) -1 ) >= error );
// error 5

Algorithm 4.1. was seeded with various combinations of
the given mutation errors, compiled and executed within the
approximation based test framework described in Section
3. Table 1 summarises the results obtained. In column
1, we list each individual mutation error, (rows 1-5), seven
double mutation errors (rows 6-12), and five triple mutation
errors (rows 13-17). In columns 2-4 we list the number of
constant, linear and quadratic polynomial pieces required
before convergence of approximation exceeded the threshold
value. Column 5 lists the number of solution intervals found,
where a solution interval is a range of values for the single
input variable, which give rise to an error. Thus column 5
does not correspond to individual errors but rather sets of
errors. Column 6 indicates the total number of inputs or test
cases on which the SUT was executed before convergence of
approximation was obtained.

In terms of time performance, the algorithm terminated in
under 1 second for all cases considered. Recall from Section
3 that for d = 1 the time complexity of testing is linear in
the number of test cases considered.

We can observe a number of interesting phenomena al-
ready in this simple case. The number of test cases exam-
ined before model convergence was achieved varied widely,
between 8 and 1410. The variation in the number of solu-
tion intervals obtained is less significant, since this prototype
implementation does not merge adjacent intervals.

Interestingly, the algorithm gives us some insight into the
pathology of code errors when multiple mutation errors are
introduced. We can see that error 4 totally dominates er-
ror 1 in the double mutation error on row 6. This makes
tangible the situation where one error can mask another,
and confirms that debugging must therefore be an iterative
process. This phenomenon is visible elsewhere in the table.
For example, errors 3 and 4 (row 8) cause an infinite loop,
which is inherited by error combinations 1, 3 and 4 (row 13)
and 2, 3 and 4 (row 14).

Error 4 also dominates error 5 when the two exist simul-
taneously (row 8). Among double mutation errors, only the
combination of errors 3 and 5 (row 11) seems to exhibit
characteristics not determined uniquely by one error com-
ponent. These characteristics are inherited by row 15. So we
see that these mutation errors seem to possess an interesting



Error || Approximations used | Solution | Model
No. || Const. | Lin. | Quad. | Intervals | Points
1 40 4 39 21 65
2 168 5 134 132 187
3 0 0 1000 98 1410
4 1 0 5 5 8
5 14 4 15 18 23
1&4 1 0 5 5 8
2& 4 1 0 5 5 8
3&4 infinite loop
1&5 14 4 15 18 23
2&5 14 4 15 18 23
3&5 16 0 17 15 23
4&5 1 0 5 5 8
1&3&4 infinite loop
2& 3 &4 infinite loop
1&3&5 16 0 17 15 23
1&4&5 1 0 5 5 8
3&4&5 infinite loop

Table 1: Complexity of Testing for Newton_Root

semi-lattice like structure under conjunction.

5. CONCLUSIONS.

In this report, we have shown how specification-based soft-
ware testing can viewed as a satisfiability problem, and how
this problem can be solved using techniques from function
approximation which also yield a model of test coverage.

There is considerable scope for future research. In partic-
ular, the following questions seem important.

(i) What is the practical scope of our existing testing
technique for low values of the approximation dimension d?
What other methods can be used for dimension reduction?

(ii) What is the scalability of our approach to large scale
systems and complex functional specifications?

(iii) How can algorithm PolyTest be extended from quan-
tifier free formulas to general quantified formulas in an effi-
cient way?

(iv) What are the best types of approximation function for
relations chosen from other (e.g. non-numeric) data types?
For example, in recent years, approximation techniques us-
ing wavelets have achieved significant success and we expect
that Haar wavelets (for discrete data types such as Booleans,
chars and integers) and Daubechies wavelets (for continuous
data types such as floats) could have an important role to
play. In general, one can say that functional analysis is rich
in providing approximation spaces and useful theoretical re-
sults for designing algorithms.
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